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Abstract. The features and disadvantages of the traditional method of user identification  

on the network and the features and advantages of identification using a one-time password obtained using  
a security token are considered. The features of hardware and software tokens are considered. 

The identification of a user on the network for the use of a software token is discussed in detail, 
including installing the application on the user's mobile device, registering the user's device on the network 
server, and entering the PIN code in the software token application. As a result, the user's device generates  
a one-time password used to log in to the network. 

The advantages of using software tokens are noted. 
Algorithms for generating one-time codes for software tokens are considered in detail, including  

a flowchart and the text of the enlarged modules in C#. The steps of the one-time password generation 
algorithm are described in detail. 
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Introduction 

 
The security of information stored in a computer network is ensured by a set of requirements 

and policies imposed on the network infrastructure in order to analyze its operation and ensure 
secure access to information. 

The traditional way to identify yourself on a computer network is to enter your username 
and password. Their reference values are stored in a special network database. However,  
this method of identification on the network has at least two significant drawbacks: the password 
can be forgotten by the user or intercepted, spied on, or picked up by hackers. 

Therefore, various hardware and software tools are currently being used to ensure secure 
access, among which tokens are widely used. They are a means of identifying a user  
or an individual session on a computer network. 

A hardware token is a compact device that provides electronic user identification, as well  
as remote access to network information resources. It is small in size, can store cryptographic keys  
in the form of an electronic signature or biometric data, and usually has USB connectors  
or a Bluetooth interface for transmitting a specified sequence of key characters to a network access 
system. 

Hardware tokens can contain a fixed access password for each authentication session, a one-
time generated password with a certain time interval, a one-time asynchronous password,  
or a password created using public key cryptography. 

The software token has an authorization system that is linked to a specific network client,  
a network session, or a packet of data hosted on the network. The software token authorization 
system generates an encrypted sequence of characters to accurately identify the network client 
and determine its privileges. 

Let's formulate the problem statement. It is necessary to consider the features of ensuring 
secure access to information posted on computer networks using security tokens. The topic  
of the article is relevant, as the number of network attacks and damage from unauthorized access  
to information are constantly increasing. Therefore, many works have been devoted to the means  
of ensuring secure access to information [1–8]. 
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Particularities of software tokens 
 

Software tokens ensure that the password of the network client is limited in time. After said 
time, the password must be changed. Thus, the password is valid for one login to the network.  
A new password is required for each subsequent network access request.. 

The identification of the user on the network is as follows. The application is installed  
on the user's device as a software (virtual) token. The user then registers his device on the network 
server. After the user enters the PIN code in the software token application, the user's device 
generates a one-time password used to log in to the network. 

The software token application creates a one-time password using the following 
information: the current time with an accuracy of one tenth of a second, a four-digit PIN code  
and a hexadecimal code created when registering the device in the system. Next, the software token 
application processes this information using the MD5 encryption algorithm, which creates a 128-bit 
hash value from the input information.  

The advantages of using software tokens are as follows: 
– the hardware token can be replaced by any mobile device, for example, a mobile phone; 
– the program token works on all mobile devices that support java applications (iPhone, 

Nokia, Siemens, Tesla, Sony, etc.); 
– the received one-time password is valid for one network session. 

 
Algorithms for generating one-time codes 

 
The algorithms for generating one-time codes are based on a message identification  

code using hash functions (HMAC – Hash-based Message Authentication Code). The algorithm  
for generating a one-time password contains the following steps: 

– creation of a 20-byte string based on input information using a hash function; 
– extraction of 4-byte information string from a 20-byte string; 
– conversion of the extracted value into a number that is divisible by 10 to the power of N, 

where N is the number of characters in the one–time password; 
– usage of the remainder of the division as a one-time password. 
The block diagram of the one-time password generation algorithm is shown in the figure. 

 

 
 

Fig. The block diagram of the password generation algorithm 

Input data: 
- current time; 
- PIN-code. 

1. Creation of a 20-byte string 

2. Extraction of 4-byte string 

3. Conversion of the extracted 
value into a number 

4. Usage of 10^n division 
remainder  

n-chararacter long password 
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The enlarged algorithm of the C# program in the form of separate modules is presented  
in tables 1–5. 

 
Table 1 

 

The enlarged text of the module in C# 
«const Crypto = window.crypto.subtle; 
  const encoder = new TextEncoder('utf-8'); 
  const secretBytes = encoder.encode(secret); 
  const key = await Crypto.importKey( 'raw', 
   secretBytes, 
 { name: 'HMAC', hash: { name: 'SHA-1' } }, 
    false, ['sign'] );» 

 
Table 2 

 

The enlarged text of the module in C# 
« function padCounter(counter) 
 { const buffer = new ArrayBuffer(8); 
  const bView = new DataView(buffer); 
  const byteString = '0'.repeat(64); // 8 bytes 
  const bCounter = (byteString + counter.toString(2)).slice(-64); 
  for (let byte = 0; byte < 64; byte += 8) 
 { const byteValue = parseInt(bCounter.slice(byte, byte + 8), 2); 
    bView.setUint8(byte / 8, byteValue); 
  }  return buffer;}» 

 
Table 3 

 

The enlarged text of the module in C# 
« function DT(HS) { const offset = HS[19] & 0b1111; 
  const P = ((HS[offset] & 0x7f) << 24) | (HS[offset + 1] << 16) | 
                                            (HS[offset + 2] << 8) | HS[offset + 3] 
  const pString = P.toString(2); 
  return pString;}» 

 
Table 4 

 

The enlarged text of the module in C# 
« function truncate(uKey)  
{  const Sbits = DT(uKey); 
   const Snum = parseInt(Sbits, 2); return Snum; 
}» 

 
Table 5 

 

The enlarged text of the module in C# 
«async function generateHOTP(secret, counter)  
{ const key = await generateKey(secret, 
                                               counter); 
  const uKey = new Uint8Array(key); 
  const Snum = truncate(uKey); 
  const padded = ('000000' + (Snum % (10  
                                      ** 6))).slice(-6);  
  return padded;  }» 
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Table 1 shows the module of variables and constants, Table 2 shows the module for creating 
a 20–byte string, Table 3 shows the module for extracting a 4-byte string, Table 4 shows the module 
for converting a string to a number, and Table 5 shows the module for obtaining the remainder  
of the division.  

 
Conclusion 

 
The features of hardware and software security tokens are considered. Algorithms  

for generating one-time codes for software tokens are considered, including a flowchart and the text 
of enlarged modules in C#. 

Thus, identification using temporary passwords created by a software token is currently  
the most reliable way to identify a network user. Using this identification method allows you  
to eliminate the risks that arise when using standard password identification, and as a result, reliably 
protect data hosted on a computer network.  
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